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Abstract Enterprise AI systems often process vast amounts of personal and sensitive
data, making them vulnerable to breaches and misuse. Consider, for example, a
financial institution that trains a predictive model on sensitive customer data that
is to be shared with partner organizations. If the model is shared without proper
precautions, the partner organization or a malicious employee may attempt to breach
the privacy of the original training data, by launching an attack to reconstruct this
data from model parameters. Such vulnerabilities erode trust in enterprise and AI
systems, may fail to comply with privacy legislation, and can lead to financial,
intellectual property or reputational loss. Privacy is a cornerstone of ethical and
responsible AI deployment. This chapter provides a guide to the tools necessary to
navigate the landscape of AI privacy, ultimately facilitating broader and more secure
AI adoption in the enterprise.

Key words: privacy attacks, differential privacy, federated learning, machine un-
learning, secure multiparty computation, trusted execution environments

1 Introduction

The rapid advancement of artificial intelligence (AI) has ushered in an era of un-
precedented data utilization. Modern AI systems, particularly large language models,
demonstrate an insatiable appetite for data, with performance improvements closely
tied to the scale of training data. This relationship is evidenced by empirical scaling
laws observed by researchers (Kaplan et al., 2020), and exemplified by a commercial
language model published in 2024, which was trained on a staggering 15 trillion
tokens (Llama team, 2024).

N. G. Marchant · Y. Zhao · B. I. P. Rubinstein · O. Ohrimenko
School of Computing and Information Systems, University of Melbourne, Victoria, Australia, e-
mail: nmarchant@unimelb.edu.au

1

nmarchant@unimelb.edu.au


2 Marchant, Zhao, Rubinstein and Ohrimenko

While this data-driven approach has led to remarkable achievements, it also
presents significant privacy challenges for enterprises adopting AI technologies.
The landscape of privacy concerns in AI has evolved rapidly over the past decade.
Initially, privacy discussions in enterprise AI focused primarily on data storage and
access. However, as AI models have become more sophisticated and widely deployed,
the scope of privacy concerns has expanded to include issues such as model inversion
attacks, differential privacy in federated learning, and the potential for unintended
memorization in large language models. This evolution underscores the need for a
comprehensive and adaptive approach to privacy in enterprise AI.

The data used to train or fine-tune AI models often contains sensitive information,
ranging from personally identifiable information in customer interactions to propri-
etary business intelligence and trade secrets. For instance, an e-commerce platform
might train its AI on proprietary purchasing metrics (Bawack et al., 2022), or an
engineering firm might optimize product designs using historical performance data
(Yüksel et al., 2023). In both cases, the training data represents valuable intellectual
property that requires protection.

The risk of data leakage in AI systems is multifaceted and can occur at various
stages of the AI lifecycle. During the training phase, data or its derivatives may
be intercepted, especially when using public cloud infrastructure or decentralized
approaches like federated learning. Post-deployment, there’s a risk of data extraction
from the model itself or its outputs. Even test data, such as prompts shared with large
language model services, may be subject to privacy concerns.

These privacy risks extend beyond the immediate threat of data disclosure. En-
terprises must also consider secondary risks, including regulatory non-compliance
costs, reputational damage, and potential customer abandonment (Wong et al., 2023).
As such, privacy considerations are paramount in AI projects, and are made more
challenging by the business needs of balancing disclosure risks with achieving busi-
ness critical model performance.

1.1 Defining Privacy in the Context of Enterprise AI

Before exploring the specifics of privacy risks and mitigations in AI systems, it’s
crucial to establish what we mean by “privacy” in this context. While there is no
universal consensus on the definition of privacy, for the purposes of this chapter, we
adopt the risk-based approach outlined in the NIST Privacy Framework (National In-
stitute of Standards and Technology, 2020). This framework conceptualizes privacy
as a condition that safeguards values such as human autonomy and dignity, achiev-
able through various means including limiting observation and ensuring individual
control over personal information.

In the context of enterprise AI, privacy primarily concerns the appropriate han-
dling and protection of data used in AI systems, including training data, model
parameters, and inference data. This encompasses not only personal information of
individuals but also proprietary business data and intellectual property. Our focus
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will be on managing privacy risks, which we define as potential adverse effects
that individuals or organizations may experience due to data processing activities in
AI workflows. This approach allows us to address privacy concerns in a practical,
risk-oriented manner that aligns with enterprise needs and regulatory requirements.

1.2 Chapter Overview

This chapter aims to provide a comprehensive overview of privacy in the context
of enterprise AI, focusing on key risks and potential mitigations specific to AI
workflows, as illustrated in Fig 1. In Section 2, we explore various threat models and
privacy risks, including membership inference attacks, data extraction attacks, and
side-channel attacks. This examination of threat models serves as a foundation for
understanding the specific challenges faced in AI privacy. Section 3 presents a range
of privacy-enhancing technologies that can be employed to mitigate these risks,
such as differential privacy, secure multiparty computation, and federated learning.
Finally, Section 4 discusses the evolving landscape of privacy in the era of generative
AI, addressing new challenges and potential solutions.

It’s important to note that while this chapter focuses on AI-specific privacy con-
cerns, it does not cover broader privacy topics such as general data protection regula-
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tions, data management practices, or privacy impact assessments. For information on
privacy legislation like GDPR or CCPA, readers are directed to specialized resources
(Lorè et al., 2023; Bukaty, 2019; IT Governance Privacy Team, 2020). Similarly, for
general data management practices and privacy governance, other comprehensive
guides are available (Plotkin, 2013; Janssen et al., 2020; Mahanti, 2021).

By providing this focused examination of privacy in AI, we aim to equip enterprise
decision-makers, data scientists, and AI practitioners with the knowledge needed to
navigate the complex intersection of AI capabilities and privacy requirements. As
we move into our discussion of threat models in the next section, which, while
comprehensive, is not exhaustive given the rapidly evolving nature of the field, we
will see how understanding these specific risks is crucial for developing effective
privacy strategies in enterprise AI deployments.

2 Threat Models

Understanding and addressing privacy risks in AI systems requires a structured
approach that goes beyond general data protection measures. This section introduces
the concept of threat modeling as a powerful tool for analyzing and mitigating privacy
risks specific to AI contexts.

Threat modeling, a practice commonly used in cybersecurity, involves systemati-
cally identifying potential threats to a system by considering an adversary’s capabil-
ities, incentives, prior knowledge, and constraints. In this chapter, we specify each
threat model by describing three key components:

• Adversary’s Capabilities: What actions the attacker can perform, such as querying
the model or accessing certain data.

• Adversary’s Knowledge: What information the attacker possesses about the sys-
tem, model, or data.

• Adversary’s Goal: What the attacker aims to achieve through the attack.

This structured approach allows us to systematically analyze each privacy risk
and develop appropriate mitigation strategies.

While this approach may be unfamiliar to readers without a security background,
it provides invaluable insights for privacy protection in AI. By viewing privacy risks
through the lens of threat models, we can better understand the nature and scope of
potential vulnerabilities, assess their likelihood and impact, and develop more effec-
tive mitigation strategies. Without this structured approach, organizations risk over-
looking critical vulnerabilities or implementing ineffective safeguards—essentially
flying blind in their privacy protection efforts.

The NIST Privacy Framework outlines four primary ways organizations can
handle privacy risks: mitigation, transfer, avoidance, or acceptance (National Institute
of Standards and Technology, 2020). In this chapter, we focus primarily on risks
and threats that arise specifically in AI contexts, presenting technical measures for
mitigation in Section 3. However, it’s important to acknowledge that risk transfer also
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plays a significant role in modern AI ecosystems, particularly as many organizations
outsource AI services to third-party providers.

To maintain a focused discussion, we limit our scope to threats that are unique
to or exacerbated by AI systems. We do not cover general data security threats such
as data breaches, social engineering, or malware, as these are not specific to AI
contexts. For the purposes of this chapter, we define AI-specific privacy risks as
those that directly relate to the AI components of a system, such as the model, its
training process, or its outputs. This includes risks that arise from the way AI models
learn, store, and process information, as well as how they generate outputs based on
their training.

These AI-specific privacy risks include: membership inference attacks, which
attempt to determine if specific data was used in training; data extraction attacks,
which aim to reconstruct training data; model extraction attacks, which try to replicate
the functionality of a model; model differencing attacks, which exploit changes
in model behavior; gradient inversion attacks, which reconstruct data from model
updates; and side channel attacks, which leverage unintended information leakage
during AI operations.

2.1 Membership Inference Attacks

Membership inference (MI) attacks aim to predict whether an individual’s data was
used to train a model, posing a foundational privacy risk in AI (Shokri et al., 2017;
Carlini et al., 2022; Hu et al., 2022). These attacks identify patterns in a model’s
behavior that suggest memorization or overfitting to specific training data.

In most settings, MI attacks have a low direct impact on privacy, since disclosing
whether an individual’s data was used to train a model is not typically sensitive. How-
ever, they can be sensitive in certain contexts—e.g., inferring criminal records from
recidivism prediction models. More importantly, MI attacks serve as a foundation for
stronger data extraction attacks (Carlini et al., 2021) and privacy auditing (Jagielski
et al., 2020b; Nasr et al., 2021).

2.1.1 Threat Model

The attack involves a victim who deploys a model and an adversary attempting to
determine if a specific instance was in the training set. Conventionally, the model
is assumed to be a classifier that outputs confidence scores for all classes (Shokri
et al., 2017; Carlini et al., 2022), however models that hide confidence scores may
still be vulnerable (Choquette-Choo et al., 2021). More recently, MI attacks have
been extended to generative models (Ren et al., 2025) and explainable models (Liu
et al., 2024a).

Adversary’s Capabilities The adversary has black-box query access to the model
and sometimes to the training data distribution. Query access to the training data dis-
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tribution is used to gather data for training “shadow models” in some attacks (Shokri
et al., 2017; Carlini et al., 2022).

Adversary’s Knowledge The adversary must know the target instance (input and
output) but not the model parameters or full training data. Knowledge of the model
architecture and training algorithm used by the victim can give the adversary an
advantage, but is not essential (Carlini et al., 2022).

Adversary’s Goal The adversary seeks to accurately predict whether the target
instance was included in the victim’s training data. Carlini et al. (2022) argue that
attacks should maximize the true-positive rate for a fixed low false-positive rate (e.g.,
≤ 0.1%).

2.1.2 Attack Methodology

A MI attack requires an adversary to distinguish between two possible scenarios:
one where the target instance was in the training set, and one where it was not in the
training set. It is therefore natural to cast a MI attack as a statistical hypothesis test,
where the null hypothesis 𝐻0 and alternative hypothesis 𝐻1 are as follows:

𝐻0 : “the target instance 𝑥 was not in the training set of model 𝑀”
𝐻1 : “the target instance 𝑥 was in the training set of model 𝑀”.

The adversary must then design a test to decide whether there is sufficient evidence
to reject 𝐻0, and conclude that the target instance was used for training. There is
considerable variation in the design of the test and the formal interpretation of 𝐻0
and 𝐻1 across the literature.

Generally speaking, the adversary must define a test statistic𝑇 (𝑀, 𝑥) that depends
on the target instance 𝑥 and the model 𝑀 . Ideally, 𝑇 (𝑀, 𝑥) should be sensitive to
the inclusion or exclusion of 𝑥 in the training set for 𝑀 . For example, the adversary
could define 𝑇 (𝑀, 𝑥) to be the model’s loss on 𝑥, which can be computed given
query access to the model’s confidence scores. Recent attacks use a likelihood ratio
for the test statistic, which is the optimal test for a fixed false-positive rate (Carlini
et al., 2022; Ye et al., 2022).

To complete the design of the test, the adversary must choose the rejection
region 𝑆—the set of values of the test statistic for which the null hypothesis 𝐻0 is
rejected. For the previous example, where 𝑇 (𝑀, 𝑥) is the model’s loss, the rejection
region 𝑆 can be defined as the set of loss values below some threshold 𝜏. This amounts
to rejecting 𝐻0 when the model’s loss is small, which may indicate memorization
of 𝑥. Another approach is to learn the rejection region from data by training a
classifier (Shokri et al., 2017).

To meet the adversary’s goal, the rejection region should be chosen to achieve a
small false-positive rate. However, estimating the false-positive rate is a significant
challenge in designing an effective MI attack. Mathematically, the false-positive rate
(FPR) is defined as the probability that the test statistic is in the rejection region,
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given that 𝐻0 is true:
FPR = Pr[𝑇 (𝑀, 𝑥) ∈ 𝑆 |𝐻0] .

To estimate this probability, the adversary must model the distribution of the test
statistic 𝑇 (𝑀, 𝑥) in a setting where 𝐻0 is true.

If the model’s training algorithm is randomized and the training data is fixed
under 𝐻0, the distribution of the test statistic can be estimated by training multiple
“shadow models” and computing 𝑇 (𝑀, 𝑥) for each one. However, this is not feasible
for the adversary, as they do not have access to the victim’s training data, and
they may not have access to the model architecture or training algorithm either.
To get around this problem, the adversary can make further approximations. For
instance, the victim’s training data can be approximated by data drawn from the
same distribution—if query access to the training data distribution is available—or
a similar distribution. The adversary can try to make an informed guess about the
victim’s model architecture and training algorithm, however research has shown that
strong attacks are still possible even when there is a mismatch (Carlini et al., 2022).

For large foundation models, reliably estimating FPR is challenging, limiting the
reliability of MI attacks as evidence of data usage. Alternative approaches include
using canary data or data extraction attacks (Section 2.2) (Zhang et al., 2024c).

2.1.3 Defenses

Defenses against MI attacks can be categorized into two types: those based on empir-
ical approaches and those that come with provable guarantees. Empirical defenses,
employ various techniques like adversarial training (Nasr et al., 2018), confidence
score manipulation (Jia et al., 2019; Li et al., 2024), and model distillation Tang
et al. (2022) to mitigate vulnerabilities. However, these methods lack formal privacy
guarantees. In contrast, differential privacy (DP; covered in Section 3.1) provides
a rigorous framework that offers provable protection against MI attacks. An (𝜖, 𝛿)-
DP mechanism bounds the power of any membership inference attack (Dong et al.,
2022). Specifically, for small significance levels 𝛼1, the power of the test is upper
bounded by 𝑒𝜖 𝛼 + 𝛿, which is only slightly larger than 𝛼 when 𝜖 and 𝛿 are small.

2.2 Data Extraction Attacks

As AI models grow in size and complexity, their capacity to memorize training
data increases, posing a significant privacy risk. Data extraction attacks exploit this
vulnerability, particularly in large generative models, where adversaries can elicit
memorized training examples through careful probing (Carlini et al., 2021, 2023a).
When evaluated against production language models, these attacks have achieved

1 We assume here that 0 < 𝛼 ≤ 1−𝛿
1+𝑒𝜖 .
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success rates of 0.5–3% per query under conservative assumptions (Nasr et al.,
2025).

2.2.1 Threat Model

Data extraction attacks involve a victim who trains a model on private data and
an adversary attempting to extract specific training examples. Research to date has
focused on controlled settings to measure worst-case privacy risks, assuming the
adversary has access to training examples or likely sources (Carlini et al., 2021,
2023a; Nasr et al., 2025).Further research is needed to understand risks under more
realistic threat models.

Adversary’s Capabilities The adversary may have black-box or white-box access
to the target model. Black-box access typically allows the adversary to submit queries
and receive responses, without controlling generation hyperparameters or the internal
source of randomness. White-box access allows the adversary to observe the model
weights and architecture, permitting control of randomness and computation of loss
functions and gradients. Access to multiple models trained on the same data (e.g.,
checkpoints or size variants) can improve extraction success (More et al., 2024).

Adversary’s Knowledge For targeted attacks, the adversary must have some knowl-
edge about the training example they are trying to extract. It is common to assume
knowledge of part of the training example — e.g., the caption of an image (Carlini
et al., 2023a) or the prefix of a text snippet (Carlini et al., 2023b). Untargeted attacks,
on the other hand, do not require knowledge of the training data, but may benefit
from access to likely training sources.

Adversary’s Goals The adversary aims to extract training examples, either indis-
criminately (untargeted) or specifically (targeted). Success criteria vary, with current
research setting high bars for extraction fidelity (Carlini et al., 2023a; Nasr et al.,
2025), however lower-fidelity extraction still presents a risk (More et al., 2024).

2.2.2 Attack Methodology

Data extraction attacks against generative models typically involve two steps: eliciting
memorized responses and checking for memorization.

Eliciting Memorized Responses This step is relatively straightforward for models
that have only undergone pre-training, as their sole objective is to mimic the training
data distribution conditioned on the prompt. As a result, the model is likely to emit
memorized training examples if the prompt perfectly matches part of a training
example. For instance, Carlini et al. (2023a) demonstrate that an image of a person
can be extracted from a diffusion model simply by prompting with the person’s name.

Eliciting memorized responses may be more challenging for instruction-tuned or
aligned models designed to avoid leaking sensitive data. In such cases, adversaries
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may circumvent alignment procedures by designing adversarial prompts that trick
the model into reverting to its pre-training objective. For example, Nasr et al. (2025)
successfully extracted sensitive information from a proprietary aligned language
model by instructing it to repeat a single word indefinitely.

Regardless of the querying strategy, submitting each query multiple times can be
beneficial. Due to model randomness, collecting multiple responses increases the
likelihood that at least one will contain a training example.

Checking for Memorization After obtaining responses from the model, the adver-
sary must verify whether they contain training examples or not. This can be done
through direct comparison if training data is accessible, or via membership inference
attacks. The latter can be adapted depending on the adversary’s capabilities—e.g.,
Carlini et al. (2023a) describe weaker membership inference attacks against diffu-
sion models that only require black-box access, as well as stronger attacks that use
white-box access.

Auditing Data extraction attacks can play a crucial role in privacy auditing of
generative models (Zhang et al., 2024c). Since the adversary is the same party as
the victim when auditing, they may have stronger capabilities and knowledge than
a realistic adversary, allowing them to design more powerful attacks.For instance, if
the adversary controls the training data, they can insert out-of-distribution “canary”
examples that are easier to extract than in-distribution examples (Carlini et al., 2019).

2.2.3 Defenses

Defending against data extraction attacks is an ongoing challenge. While several
empirical strategies have shown promise, most lack rigorous privacy guarantees and
do not fully eliminate the risk.

• Data sanitization: Detects and removes sensitive information before training
begins. While it prevents the model from memorizing information it has never
seen, data sanitization is rarely perfect. Sensitive information may be difficult to
detect or embedded in ways that make removal challenging without compromising
data quality.

• Training data deduplication: This strategy emerged after the discovery that models
are much more likely to emit examples that are duplicated many times in the
training set (Carlini et al., 2023b; Kandpal et al., 2022). While removing exact
duplicates is straightforward, near-duplicates are more difficult to catch and can
also lead to memorization.

• Alignment techniques: These methods involve fine-tuning models on guardrail-
specific datasets that include scenarios like leakage of sensitive information. The
goal is to encourage the model to operate within defined privacy boundaries.
However, alignment may not completely mitigate the risk, as sophisticated adver-
saries can potentially bypass guardrails through prompt injection attacks (Nasr
et al., 2025).
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An exception to these empirical defenses is differentially private training, which
comes with formal guarantees. It ensures the output model is statistically insensitive
to the presence or absence of a single training example, thereby bounding the risk
of extraction attacks. While differentially private training can significantly impact
model performance, it has been applied successfully to language models for writing
prediction, where it prevented extraction attacks with only a marginal impact on
utility (Carlini et al., 2019).

2.3 Model Extraction Attacks

Model extraction attacks involve adversaries systematically probing a model’s inputs
and outputs to create an unauthorized copy, without access to the original training
data, model parameters, or training algorithm (Tramèr et al., 2016; Jagielski et al.,
2020a). This threatens the intellectual property of organizations who have invested
substantially in model development. Beyond economic motivations, adversaries may
attempt to extract a model to conduct downstream security or privacy attacks, es-
sentially upgrading their access from black-box to white-box. This dual threat of
intellectual property theft and security risk makes model extraction a serious con-
cern for deployed AI systems.

2.3.1 Threat Model

The victim develops a model they wish to make available for benign usage without
disclosing internal details, exposing it through an API. The adversary attempts to
create an unauthorized copy using this API.

Adversary’s Capabilities The adversary is assumed to have black-box query access
to the victim’s model, with responses varying depending on the model type (e.g.,
class labels, confidence scores, or raw logits for classification models). They may
additionally have access to a dataset of unlabeled model inputs that can be used to
generate queries, though this isn’t always essential (Orekondy et al., 2019).

Adversary’s Knowledge The adversary’s knowledge about the victim’s model may
range from minimal to substantial, potentially including information about the model
architecture or pre-trained components.

Adversary’s Goals The adversary seeks to create a copy of the victim’s model,
either for economic incentives or to gain white-box access for downstream at-
tacks (Jagielski et al., 2020a). For economic motivations, an approximate replication
of functionality may suffice. For enabling white-box attacks, a functionally equiva-
lent copy is desired. The adversary may also aim to minimize the number of queries
to reduce costs and improve stealthiness.
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2.3.2 Attack Methodology

There are two broad approaches to model extraction: learning-based attacks are
suitable when the adversary seeks an approximate copy of the model, whereas high-
fidelity attacks are designed to produce a functionally equivalent copy.

Learning-Based Attacks These attacks yield an approximate copy by training a
new model using the victim’s model as a labeling oracle. Typically the adversary
has access to a training set of unlabeled examples. A simple approach is to select
a subset of examples from this set, query labels from the oracle, and train the
duplicate model from scratch using fully supervised learning (Tramèr et al., 2016).
However, this may be inefficient in terms of the number of queries required. Various
approaches have been proposed to improve query efficiency, including adaptive
querying strategies (Orekondy et al., 2019), semi-supervised learning (Jagielski
et al., 2020a), active learning (Chandrasekaran et al., 2020), and building on top of
pre-trained models (Orekondy et al., 2019).

If the adversary does not have access to an unlabeled training set, they can use data-
free extraction attacks. Generating random inputs from a surrogate distribution has
been shown to work in some cases (Orekondy et al., 2019), but extraction accuracy
and efficiency improves as the surrogate distribution approaches the victim’s training
distribution. To this end, adversaries may train a generative model to synthesize
query examples that maximize disagreement between the victim and duplicated
model (Truong et al., 2021).

High-Fidelity Attacks These attacks typically require knowledge about the victim
model’s architecture, as well as high-precision query access to model outputs (e.g.,
logits). That knowledge is then used to develop algorithms to recover the model
parameters. For example, attacks have been developed that exploit the piecewise
linear nature of neural networks with ReLU activations (Jagielski et al., 2020b;
Rolnick and Kording, 2020). More recently, Carlini et al. (2024) demonstrated an
extraction attack against a proprietary language model, that is able to recover the
embedding projection layer. While this attack only recovers a small fraction of the
parameters, it may prove useful for future attacks, and implicitly reveals information
about the model’s size, which may otherwise have been confidential.

2.3.3 Defenses

While various defensive strategies have been proposed, no current method offers
comprehensive protection without potential compromises to model performance or
functionality (Oliynyk et al., 2023). Defenses fall into two categories:

Proactive Defenses These aim to prevent model extraction by modifying the
model’s fundamental characteristics or limiting information exposed in its outputs.
A common strategy is to randomly perturb the model’s inputs or outputs, to make the
model’s behavior less certain to the adversary, without compromising model perfor-
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mance. This can be done using information theoretic principles tailored for model
privacy (Wang et al., 2021) or differential privacy (Zheng et al., 2019; Yan et al.,
2022). To limit information exposed by the model, the victim can censor confidence
scores or logits in the output, or reduce their precision, however this may limit the
utility for benign users (Tramèr et al., 2016; Carlini et al., 2024).

Reactive Defenses These focus on detecting ongoing attacks or providing evidence
of model ownership. The victim may be able to detect an ongoing extraction attack
by monitoring the distribution of incoming queries (Juuti et al., 2019), though this
can be vulnerable to attack (Feng et al., 2023). Even if the victim is unable to prevent
model extraction, they may be able to gather evidence to pursue legal action against
a suspected attacker. Proof-of-learning requires the victim to demonstrate unique
characteristics of the training process that would be difficult for an adversary to
reproduce (Jia et al., 2021b). Dataset inference can identify distinctive behavior in a
model that is only likely to present when trained on the victim’s training data (Maini
et al., 2021). Finally, watermarking techniques can be used to embed imperceptible
signals in the model that only the owner knows how to extract (Jia et al., 2021a).

2.4 Model Differencing Attacks

The release of multiple versions of a model, through updates or fine-tuning, amplifies
privacy risks by enabling model differencing attacks. These attacks analyze changes
between model versions to infer information about training data that was added,
removed, or modified (Salem et al., 2020; Zanella-Béguelin et al., 2020; Chen et al.,
2021). This expands the attack surface and can amplify other privacy risks, such as
membership inference or reconstruction attacks (Jagielski et al., 2023). The risk is
particularly acute when data changes between releases are small and targeted, such
as removing an individual’s data in response to a deletion request (Chen et al., 2021).

2.4.1 Threat Model

In a model differencing attack, an adversary observes two or more sequentially
released model versions with modified training data. The models typically share the
same architecture but may have different parameter values. The victim could be the
organization releasing the models or specific individuals whose data was modified
between releases.

Adversary’s Capabilities Access to model versions can range from black-box to
white-box. An adversary with black-box access can query the models and compare
outputs. They may also exploit access to intermediate model states or gradients if
these are exposed through APIs or collaborative learning settings. An adversary
with white-box access can analyze changes in model parameters directly, potentially
revealing more precise information about the training data modifications.
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Adversary’s Knowledge The adversary may have knowledge about when training
data was modified, the number of examples changed, or partial information about the
modified examples. In some cases, the adversary might even know which specific
examples were modified (e.g., through public announcements of data deletion re-
quests), and use this information to focus their attack on reconstructing the unknown
features of those examples.

Adversary’s Goals The adversary aims to infer information about training examples
that change between model releases. The scope and granularity of the inferred
information may vary: from determining whether a specific example was added or
removed to reconstructing features of modified examples.

2.4.2 Attack Methodology

Research has primarily focused on two categories of model differencing attacks:
(1) specialized membership inference attacks, where the aim is to determine whether
a particular training example was added or removed between model releases; and
(2) specialized data extraction attacks, where the aim is to extract all or part of the
modified training data. These attacks are related to their counterparts for standalone
models discussed in Sections 2.1 and 2.2. Here we discuss specializations that exploit
differences between successive model releases.

Membership Inference Attacks In the model differencing setting, the adversary’s
goal is to infer whether a given training example was added or removed between
two model releases. This can be achieved by running a standalone membership
inference (MI) attack on each model, however stronger attacks have been proposed
that use the model releases jointly for inference. Chen et al. (2021) use shadow
models to train a MI classifier that uses the outputs from all models to make a
prediction. On the other hand, Jagielski et al. (2023) combine information from
standalone MI attacks against each model, achieving a higher attack accuracy using
a smaller number of shadow models.

Data Extraction Attacks These attacks operate differently from the standalone
setting, in that they undertake a differential analysis of model behavior. For structured
data, techniques include majority voting on disagreeing examples (Gao et al., 2022),
predicting updated attributes based on model confidence changes (Hui et al., 2023),
and exact solutions for simple models like linear regression (Bertran et al., 2024). For
unstructured data, approaches include gradient inversion attacks (Hu et al., 2024),
encoder training using shadow models (Salem et al., 2020), and beam search for
extracting text snippets with large perplexity differences (Zanella-Béguelin et al.,
2020).
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2.4.3 Defenses

Defending against model differencing attacks presents a significant challenge, as it
requires balancing privacy protection with the practical needs of model updates and
performance improvements. Several strategies have been proposed, each with its
own trade-offs:

• Reducing update frequency and batch updates: Modifying a larger number of
training examples between releases makes individual changes harder to isolate.
However, this may conflict with operational needs for frequent updates.

• Limiting output information: For scenarios where models are exposed via query
APIs (black-box settings), withholding confidence scores (Chen et al., 2021;
Salem et al., 2020) or providing only top-k predictions (Zanella-Béguelin et al.,
2020) can hamper attack efficacy while preserving much of the model’s utility.

• Differential privacy: Applying differential privacy (DP) to model releases or
outputs provides formal guarantees about individual training example protection.
However, DP inherently limits performance improvements in updated models,
highlighting the tension between privacy protection and utility (Zanella-Béguelin
et al., 2020).

As model updates remain crucial for many AI applications, developing robust
defenses against differencing attacks that preserve both privacy and utility continues
to be an important challenge for the field.

2.5 Gradient Inversion Attacks

Gradient inversion attacks exploit access to gradients to reconstruct private training
examples, posing a significant privacy risk in machine learning systems (Wang et al.,
2019; Zhu et al., 2019; Boenisch et al., 2023). This vulnerability is particularly critical
in distributed learning paradigms like federated learning (FL), where participants
exchange model updates instead of raw data. Despite FL’s promotion as privacy-
preserving, these attacks demonstrate that a curious server or other participants can
potentially recover individual training examples from shared gradients.

2.5.1 Threat Model

Gradient inversion attacks are predominantly studied within federated learning sys-
tems, where a participants share model updates with each other or a central server.
The most common threat model casts the central server as the adversary and the
participants as victims.

Adversary’s Capabilities Two settings are typically considered: an honest-but-
curious server that passively observes updates (Zhu et al., 2019; Geiping et al.,
2020), or a dishonest server that may modify the model architecture (Fowl et al.,



Data Privacy in Enterprise AI 15

2022) or deviate from the established protocol (Fowl et al., 2023; Boenisch et al.,
2023) to make data reconstruction easier.

Adversary’s Knowledge Since the central server is typically managed by the model
developer, it is usually assumed to have full knowledge of the model architecture,
loss function, and training algorithm, and may have background knowledge about
the data distribution. For instance, in the vision domain, attacks may leverage prior
information about the distribution of images to steer the attack towards more realistic
reconstructions (Yin et al., 2021; Jeon et al., 2021).

Adversary’s Goal The primary goal is to recover information about the participant’s
private training data, ranging from exact reconstruction of entire batches (Dimitrov
et al., 2024) to recovering small portions of highly sensitive data (Chu et al., 2023).

2.5.2 Attack Methodology

Gradient inversion attacks vary depending on whether the central server is honest-
but-curious or dishonest. We provide an overview of attacks in both these settings,
covering approaches for both real-valued and discrete data, including images and
text.

Honest-but-Curious Server Many attacks are based on gradient matching (Zhu
et al., 2019), where the server produces an estimate 𝑥 for the private data 𝑥 by
minimizing the distance between the received gradient and the gradient evaluated at
𝑥. Regularization terms can improve reconstruction quality for large batch sizes and
high-dimensional data (Geiping et al., 2020; Jeon et al., 2021). Exact reconstruction
is possible in certain scenarios (Zhu and Blaschko, 2021; Dimitrov et al., 2024).

Discrete data, like text, poses a challenge for gradient inversion attacks, as
gradient-based optimizers cannot be used directly to solve the gradient matching
problem. Approximate reconstruction of multiple text sequence has been demon-
strated by incorporating auxiliary language models and alternating between discrete
and continuous optimization steps (Balunovic et al., 2022). Recent work has demon-
strated exact recovery of long sequences for transformer models (Petrov et al., 2024).

Dishonest Server Attacks in this setting provide participants with a malicious
model to aid in the recovery of data from gradients. One approach is to select a
malicious model architecture, before the model is fixed and compiled for production.
For example, Fowl et al. (2022) propose to insert a special “imprint” layer, which
is designed with a sparse activation pattern so that each data point only activates
one or a few neurons. This allows the attacker to isolate individual data points in the
gradient.

Recent research has explored attacks against transformer-based language models,
by modifying the weights in the attention layers to achieve malicious behaviors. Chu
et al. (2023) achieve targeted reconstruction of short sensitive sequences (e.g., social
security numbers) by modifying weights in attention layers to tag relevant sequences
and altering weights in linear layers to filter and capture only the tagged data of
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interest. Similar ideas have been used to reconstruct long sequences by cleverly
encoding token information within the gradient of the model parameters (Fowl et al.,
2023).

2.5.3 Defenses

Reasonably effective defenses are available against gradient inversion attacks, albeit
at the cost of increased computation and communication overhead. Two primary
defense strategies have been proposed:

• Secure aggregation: Cryptographic protocols that aim to ensure only aggregated
updates are observed by the server (Bonawitz et al., 2017). While they are rela-
tively efficient, recovery from aggregated updates is possible for some protocols
(Kariyappa et al., 2023) and they typically require synchronous training (Zhang
et al., 2020).

• Homomorphic encryption: Allows computations on encrypted data, providing
strong privacy guarantees (Phong et al., 2018; Truex et al., 2019). While there
is typically a substantial computational and communication overhead, recent
work has made progress in addressing efficiency concerns in a federated learning
context (Zhang et al., 2020).

Local differential privacy, while conceptually relevant, is generally not regarded as
a practical defense against gradient inversion attacks in federated learning settings.
It tends to cause severe degradation in model utility due to the amount of noise that
must be added to achieve reasonable privacy guarantees.

2.6 Other Attacks

2.6.1 Linkage Attacks

Linkage attacks combine information from multiple data sources to re-identify or
infer sensitive information about individuals (Narayanan et al., 2011). While these
attacks don’t directly exploit AI systems, they represent a significant privacy risk
in the context of AI due to the potential for automation and enhancement using AI
capabilities.

Linkage attacks involve an adversary with access to auxiliary information that can
be correlated with supposedly “anonymized” data or model outputs. This auxiliary
information may be publicly available or obtained by mounting other attacks. The
adversary must have some knowledge about potentially linkable information types.
For example, an adversary might recognize that combining a anonymized medical
dataset with public voting records could link individuals based on common attributes
like age, gender, and zip code.

In an AI context, the risk of linkage attacks is exacerbated by several factors:
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• Automation: AI can automate the process of finding correlations between datasets,
making linkage attacks more efficient and scalable.

• Data aggregation: AI systems often require large amounts of data from various
sources, potentially creating more opportunities for linkage attacks if not properly
managed.

• Integration with AI-specific attacks: Linkage attacks become more powerful when
combined with AI-specific attacks like membership inference or model inversion.
The auxiliary information can provide the context needed to make these attacks
more effective or to interpret their results in ways that reveal more sensitive
information.

Defending against linkage attacks requires implementing formal privacy tech-
niques such as differential privacy and data minimization, alongside systematic risk
assessment processes.

2.6.2 Side-Channel Attacks

Side-channel attacks against AI systems exploit indirect information leakage through
observable physical or operational characteristics, presenting unique privacy risks
beyond traditional security concerns. These attacks are particularly relevant in enter-
prise AI deployments, especially when using shared infrastructure or cloud services.

In the context of AI, side-channel attacks typically aim to extract sensitive infor-
mation about the model, its parameters, or the training/inference data. The adversary
may have limited direct access to the system, but can observe characteristics such as
timing, power consumption, or memory access patterns during training or inference.

Key types of side-channel attacks relevant to AI privacy include:

Timing Attacks By measuring execution time of specific operations, adversaries
can infer information about the model or input data. Notably, these attacks can com-
promise differential privacy guarantees in AI systems. Jin et al. (2022) demonstrated
success rates up to 99.65% for end-to-end timing attacks on private sums computed
with discrete Laplace noise, undermining the intended privacy guarantees.

Memory and Cache Attacks Adversaries can exploit patterns of memory access,
including cache behavior, to infer sensitive information about AI models or their data.
By monitoring which memory locations or cache lines are accessed during model
execution, attackers can potentially reconstruct parts of the model’s architecture,
parameters or even characteristics of training or inference data. This is particularly
concerning for enterprises using multi-tenant cloud services for AI workloads, where
memory and cache resources are often shared between different users or processes.

Power Analysis Attacks By measuring power consumption of hardware during
model execution, adversaries can infer information about operations being per-
formed. For example, Wolf et al. (2021) use collected power traces to distinguish
between models with small architectural differences with over 90% accuracy, while
Wei et al. (2018) recover inputs to convolutional networks running on FPGAs.
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Mitigations for side-channel attacks in AI systems may involve:

• Considering the use of specialized hardware, such as TEEs, designed to resist
side-channel attacks for highly sensitive AI workloads.

• Exploring the use of oblivious algorithms to mask data and memory access
patterns.

• Employing side-channel aware differential privacy frameworks that incorporate
potential information leakage into privacy calculations.

• Carefully managing resource allocation in cloud environments to minimize shared
resources between different tenants.

3 Privacy-Enhancing Technologies

Having explored the landscape of privacy threats in enterprise AI, we now turn our
attention to privacy-enhancing technologies (PETs) designed to mitigate these risks.
These technologies offer a range of defenses against the attacks we’ve discussed,
from membership inference to gradient inversion.

This section examines these technologies, their principles, and their applications
in addressing privacy risks. Importantly, privacy in enterprise AI requires nuanced
solutions tailored to specific contexts and threat models. We will explore various
approaches, each offering distinct strengths and trade-offs in protecting sensitive
information in AI systems.

Our discussion will cover several mainstream privacy-enhancing technologies:
differential privacy, secure multiparty computation, trusted execution environments,
federated learning, and machine unlearning. Through this overview, we aim to pro-
vide a comprehensive understanding of the tools available to enterprises for en-
hancing privacy in their AI deployments, enabling informed decisions about which
technologies best suit specific use cases.

3.1 Differential Privacy

In the era of AI and machine learning, differential privacy (DP) has emerged as a
cornerstone of responsible data use and model development. As noted in Sections 2.1
and 2.2, AI models trained on vast amounts of potentially sensitive data risk inadver-
tently memorizing and revealing private information. This is particularly concerning
in enterprise settings, where AI systems may process confidential customer data,
proprietary business information, or other sensitive records.

DP provides a rigorous framework for bounding privacy leakage in AI systems,
enabling organizations to quantify and control the privacy-utility trade-off. It can
be applied at various stages of the machine learning pipeline, from data collection
and preprocessing to model training and deployment. At its core, DP is not a single
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Fig. 2 Illustration of the local (left) and central (right) deployment models of differential privacy.

algorithm but a comprehensive mathematical framework encompassing a variety of
techniques and approaches.

In this section, we will explore the core concepts of DP, its different models of
deployment, and key mechanisms used to achieve DP in machine learning. We will
also discuss the challenges and limitations of DP, provide a forward-looking outlook
for enterprises considering the adoption of differential privacy in their AI systems.

3.1.1 Deployment Models for Differential Privacy

Differential privacy (DP) can be implemented in various ways, depending on where
the trust boundary lies in the data processing pipeline. The two primary models are
the central and local model, as illustrated in Fig. 2.

Central Model In this model, a trusted curator collects and holds raw data from
individuals, applying DP mechanisms before releasing any information. This model
is often the most practical and efficient when the data is already collected and stored
in a central location and there is a clear authority responsible for data governance.
However, it raises concerns about the concentration of raw data in one location and
requires careful implementation of security measures to guard against data breaches.

Local Model This model removes the assumption of a trusted curator. Each in-
dividual privatizes their own data before sharing it with a data processor (Duchi
et al., 2013). While this offers stronger privacy guarantees by reducing the risk of
large-scale data breaches, it typically requires much stronger noise injection, often
leading to significant utility loss. This can make complex analyses or accurate model
training challenging, limiting its practical applications.

The choice between deployment models depends on various factors including the
specific application, legal and regulatory requirements, trust assumptions, and the
desired balance between privacy and utility. In enterprise AI settings, the central
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model might be more common when dealing with internal data, while the local
model could be preferred for collecting data from external sources. Regardless of the
deployment model, the fundamental principles of DP remain consistent. For ease of
exposition, we will focus on the central model in subsequent discussions.

3.1.2 Formalizing Differential Privacy

Differential privacy (DP) provides a formal framework for quantifying and guar-
anteeing privacy in data analysis. The key idea is to make it difficult to distinguish
between two possible worlds: one where an individual contributes their data, and one
where they do not. This indistinguishability is achieved by introducing controlled
randomness into the data processing (Dwork and Roth, 2014).

To formalize this concept, consider a dataset 𝐷 ∈ D containing sensitive records
from individuals, and a randomized algorithm 𝑀 that processes this data to produce
an output 𝑆 ∈ R. We define neighboring datasets 𝐷 and 𝐷′ as those differing in
exactly one record—these correspond to the two “world” that should be difficult
to distinguish (Dwork and Roth, 2014). The formal definition of (𝜖, 𝛿)-differential
privacy is as follows:

Definition 1 A randomized algorithm 𝑀 is (𝜖, 𝛿)-differentially private if for all
neighboring datasets 𝐷, 𝐷′ ∈ D, and for all subsets of outputs 𝑆 ⊆ R:

Pr[𝑀 (𝐷) ∈ 𝑆] ≤ 𝑒𝜖 · Pr[𝑀 (𝐷′) ∈ 𝑆] + 𝛿.

Here, 𝜖 ≥ 0 and 0 ≤ 𝛿 < 1 quantify the privacy guarantee, with smaller values
indicating stronger privacy. When 𝛿 = 0, the inequality ensures that the probability
of observing any particular event is at most 𝑒𝜖 times as likely under 𝐷 as under 𝐷′.
For small 𝜖 , this means the presence or absence of an individual changes probabilities
by at most about 𝜖 . The case The case where 𝛿 > 0 allows for a small probability
of violating this bound. This relaxation can allow for greater utility in some cases,
particularly when dealing with unlikely events.

Selecting the Privacy Budget The parameters 𝜖 and 𝛿 constitute the “privacy
budget” of the algorithm, representing a trade-off between privacy protection and
output utility. Researchers at Google characterize the level of privacy into three tiers
based on the choice of 𝜖 (Ponomareva et al., 2023):

• Tier 1: 𝜖 ≤ 1. Provides a strong privacy guarantee at the expense of utility.
• Tier 2: 1 < 𝜖 ≤ 10. Provides a reasonable level of privacy for many applications.
• Tier 3: 𝜖 > 10. Provides weak to no formal guarantees, however still represents

an improvement over no privacy protection at all.

The parameter 𝛿 should be chosen to be cryptographically small, typically scaling
inversely with the size of the dataset. A common rule of thumb is to set 𝛿 ≪ 1

𝑛 ,
where 𝑛 is the number of records in the dataset, which ensures the probability of a
significant privacy breach remains negligible even for large datasets.



Data Privacy in Enterprise AI 21

Despite the mathematical rigor of DP, explaining its guarantees to non-experts
presents significant challenges. A study by Nanayakkara et al. (2022) found that even
with carefully designed visualizations, many participants struggled to fully grasp the
implications of different epsilon values.

Useful Properties of Differential Privacy DP’s widespread adoption is partly due
to its practical properties:

Composition DP satisfies composition theorems that allow for accounting of overall
privacy loss when applying a sequence of DP mechanisms. Advanced composition
techniques allow the total 𝜖 to grow sublinearly with a small degradation in 𝛿,
provided the individual privacy parameters are fixed in advance (Dwork et al., 2010).
Further improvements are possible by exploiting properties of specific mechanisms
or using variants like zero concentrated DP (Bun and Steinke, 2016) or Gaussian
DP (Dong et al., 2022). It is also possible to compose mechanisms while adapting
privacy parameters on-the-fly using fully adaptive composition (Whitehouse et al.,
2023).

Post-processing DP is invariant under post-processing, meaning any arbitrary trans-
formation of a DP output remains DP without degradation in the privacy guarantee.
This property provides robustness against unplanned analyses and simplifies the
design of privacy-preserving systems by separating privacy considerations from
downstream data uses. This flexibility is particularly valuable in evolving research or
business environments where future data needs may not be fully known at the time
of data release.

3.1.3 Differentially Private Mechanisms for AI

We now present two prominent differentially private mechanisms for training AI
models: Differentially Private Stochastic Gradient Descent (DP-SGD) and Differen-
tially Private Follow The Regularized Leader (DP-FTRL), with a primary focus on
DP-SGD due to its widespread use and general applicability.

Differentially Private Stochastic Gradient Descent DP-SGD, proposed by Abadi
et al. (2016), is a differentially private adaptation of stochastic gradient descent
(SGD). It is described in pseudocode in Algorithm 1.

Comparison with SGD DP-SGD diverges from ordinary SGD in several key ways:

• Batching. Batches are assembled by drawing examples with/out replacement
(line 4). Deviating from this specification may compromise the privacy guarantee.

• Gradient Computation. Gradients are computed per example (line 6) unlike SGD,
where they are typically computed per batch.

• Gradient Clipping. Individual gradients are clipped to bound their ℓ2-norm
(line 6). This bounds the sensitivity of the computation.

• Noise Addition. Calibrated Gaussian noise is added to the averaged clipped gra-
dients (line 9). This step is crucial for providing the DP guarantee.
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Algorithm 1 Differentially Private SGD
1: Input: Training examples 𝐷 = {𝑥1, ..., 𝑥𝑁 }, loss function 𝐿, learning rate 𝜂𝑡 , noise scale 𝜎,

gradient norm bound 𝐶
2: Initialize model parameters 𝜃0 randomly
3: for 𝑡 = 0, ..., 𝑇 − 1 do
4: Select a batch 𝐵𝑡 by either (1) sampling 𝑏 examples from 𝐷 without replacement or

(2) sampling examples from 𝐷 with replacement with probability 𝑞 = 𝑏/𝑁
5: for 𝑥𝑖 ∈ 𝐵𝑡 do
6: Compute gradient 𝑔𝑖 ← ∇𝜃𝐿 (𝜃𝑡 , 𝑥𝑖 )
7: Clip gradient 𝑔̄𝑖 ← 𝑔𝑖/max(1, ∥𝑔𝑖 ∥2/𝐶 )
8: end for
9: Add noise 𝑔̃← 1

|𝐵𝑡 |
(∑
𝑖 𝑔̄𝑖 + N(0, 𝜎2𝐶2I) )

10: Update model parameters 𝜃𝑡+1 ← 𝜃𝑡 − 𝜂𝑡 𝑔̃
11: end for
12: Output: 𝜃𝑇

• Privacy Accounting. The privacy loss is tracked during training to ensure it does
not exceed the prespecified budget.

Practical Considerations Implementing DP-SGD involves balancing privacy and
utility. Higher privacy levels typically require more noise, potentially reducing model
accuracy. DP-SGD also incurs increased computational costs due to per-example gra-
dient computations and the added noise slowing convergence. The performance can
be sensitive to data distribution, with skewed or outlier-heavy datasets potentially
requiring more noise and leading to greater utility loss. As a result, careful consid-
eration of the data distribution and potential preprocessing may be necessary when
applying DP-SGD to real-world datasets.

Implementations DP-SGD has been implemented in several machine learning
frameworks, including TensorFlow Privacy Abadi et al. (2016) and Opacus for
PyTorch (Yousefpour et al., 2022).

Differentially Private Follow-the-Reguarlized-Leader DP-FTRL (Kairouz et al.,
2021) is an alternative mechanism particularly well-suited for federated learning
(see Section 3.4. It operates on aggregated model updates rather than per-example
gradients, making it easier to implement in environments where access to individual
data points is restricted. In DP-FTRL, clients train local models using the FTRL
algorithm, send model updates to a central server, which then adds noise to ensure
differential privacy before refining the global model. While DP-FTRL offers advan-
tages in distributed settings, DP-SGD generally provides stronger privacy guarantees
but requires more granular data access.

3.1.4 Summary and Enterprise Outlook

Differential privacy has emerged as a powerful framework for protecting individual
privacy in machine learning applications. Mechanisms like DP-SGD and DP-FTRL
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have made it possible to train and release models with strong privacy guarantees,
albeit at the cost of reduced utility or increased computational burden.

For enterprises considering the adoption of DP in their AI systems, several key
considerations and future trends are worth noting:

• Regulatory Compliance: As privacy regulations evolve, DP may become in-
creasingly important for demonstrating compliance. Enterprises may consider
monitoring regulatory developments and examining how DP could fit into their
compliance strategies.

• Privacy-Utility Trade-offs: Organizations need to carefully balance privacy guar-
antees with model performance. This may involve sector-specific assessments of
acceptable privacy levels and performance thresholds.

• Explainability and Trust: DP can be a powerful tool for building trust with cus-
tomers and stakeholders, however communicating its benefits and limitations re-
mains challenging. Enterprises may consider developing strategies for effectively
explaining their privacy-preserving measures.

As the field progresses, we can expect differential privacy to become an increas-
ingly integral part of the enterprise AI landscape, particularly in domains dealing
with sensitive data. Organizations that proactively engage with DP technologies and
build relevant expertise will be better positioned to navigate the evolving privacy
landscape while leveraging the potential of their data assets.

3.2 Secure Multiparty Computation

Secure multiparty computation (SMPC) mitigates privacy risks when multiple par-
ties wish to cooperate by sharing data and compute, for example, when jointly
learning a model from a distributed dataset. This section examines two fundamental
approaches to SMPC that have demonstrated particular promise for AI applications:
secret sharing and homomorphic encryption.

3.2.1 Secret Sharing

Secret sharing splits data into seemingly random “shares” distributed among mul-
tiple parties, where individual shares reveal nothing about the original data, yet
computations performed on these shares yield meaningful results when combined.
It allows organizations to collaborate on data analysis, model training, and inference
tasks without exposing their underlying data assets.

For AI applications requiring both collaboration and data protection, several secret
sharing approaches form the foundation of secure computation:

• Shamir’s Threshold Secret Sharing (Shamir, 1979) implements a (𝑡, 𝑛)-threshold
scheme using polynomial interpolation where any 𝑡 out of 𝑛 parties can reconstruct
the secret, providing information-theoretic security.
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• Replicated Secret Sharing as used in CryptGPU (Tan et al., 2021) distributes
redundant shares so each party in their 2-out-of-3 scheme holds two shares,
enabling faster computation with lower communication overhead.

• Additive Secret Sharing splits a secret 𝑠 into shares that sum to the original
value (𝑠 = 𝑠1 + 𝑠2 + ... + 𝑠𝑛), enabling efficient addition and forming the basis of
frameworks like SecureML (Mohassel and Zhang, 2017).

• Boolean Secret Sharing operates on bits rather than field elements, enabling effi-
cient implementation of non-linear operations such as ReLU activation functions
and comparison-based operations (Patra and Suresh, 2020).

These primitives are used in a complete SMPC system as follows:

1. Input Sharing: Data owners distribute their private inputs using one of the secret
sharing schemes described above.

2. Secure Evaluation: Parties perform computations directly on shares without re-
vealing the underlying data.

• Addition operations can typically be performed locally without interaction
• Multiplication operations require carefully designed protocols with communi-

cation between parties
• Complex operations like neural network activations require specialized proto-

cols

3. Output Reconstruction: Only the final results are revealed, while intermediate
values remain protected.

The choice of sharing scheme directly impacts the performance-security tradeoff.
For example, additive sharing enables fast addition operations and serves as a key
component in matrix multiplications, while boolean sharing excels at non-linear
functions like ReLU and sigmoid.

AI workloads present unique challenges for SMPC due to their computational
intensity. Several frameworks have emerged to address these requirements:

SecureML Mohassel and Zhang (2017) implements privacy-preserving machine
learning between two non-colluding parties using several secret sharing primitives. It
achieves efficiency through optimized fixed-point arithmetic, vectorized operations,
and SMPC-friendly activation functions. On a dataset of size 60,000 with 784
features, their implementation runs logistic regression in less than 30 seconds and
trains a 3-layer neural network within 6 hours. The Python code below demonstrates
linear regression, accomplished with a few lines of code.

Linear Regression using SecureML

# 1. Forward propagation

y_pred = secure_multiply(X_shared, w_shared)

# 2. Compute difference from true labels

diff = y_pred - y_shared
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# 3. Compute gradient

gradient = secure_multiply(X_shared.T, diff)

# 4. Update weights

w_shared = w_shared - learning_rate * gradient

CrypTen Knott et al. (2021) bridges theoretical SMPC protocols and practical
AI development with a PyTorch-like API, enabling seamless transition to SMPC.
This is demonstrated below where the code appears like idiomatic PyTorch code.

SGD step in PyTorch and CryptTen

# Given encrypted tensors x, y, w

# Secure SGD update in CrypTen

grad = (x.matmul(w) - y).matmul(x.transpose(0, 1))

w = w - alpha * grad

CryptGPU (Tan et al., 2021) addresses SMPC computational bottlenecks through
GPU acceleration. Using replicated secret sharing in a three-party honest-majority
setting, it achieves 150× faster convolutions, 10× faster ReLU activations, and 2–
36× end-to-end acceleration for training and inference by mapping secret-shared
operations to GPU-optimized primitives.

Recent advances have expanded secret sharing-based SMPC beyond traditional
neural networks to transformer architectures. SIGMA (Gupta et al., 2024) enables
secure GPT inference using function secret sharing, processing 13 billion parameter
models in 33 seconds. SHAFT (Kei and Chow, 2025), utilizing arithmetic secret
sharing, further reduces communication overhead by ∼25–41%, while maintaining
running times comparable to SIGMA.

3.2.2 Homomorphic Encryption

Homomorphic Encryption (HE) enables direct computation on encrypted data with-
out decryption. HE schemes preserve algebraic structure between plaintext and
ciphertext domains, with two fundamental properties:

• 𝐸 (𝑥) ⊕ 𝐸 (𝑦) = 𝐸 (𝑥 + 𝑦) [Additive homomorphism]
• 𝐸 (𝑥) ⊗ 𝐸 (𝑦) = 𝐸 (𝑥 × 𝑦) [Multiplicative homomorphism]

These properties allow operations on encrypted data to yield results that, when
decrypted, match the operations performed on the original plaintext. HE schemes can
be categorized by their computational capabilities and efficiency trade-offs, ranging
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Type Scheme Operations Data Type Applications

PHE
RSA Multiplication only Integers Digital signatures, data aggregation

Paillier Addition only Integers Statistical analysis, electronic voting

ElGamal Multiplication only Integers Privacy systems

SWHE

BGN Limited addition &
1 multiplication Integers Quadratic functions

BGV Limited★ Integers Integer arithmetic

BFV Limited★ Integers Boolean circuits

CKKS Limited★ Real/complex Machine Learning, statistics

FHE

GSW Unlimited operations Boolean Circuit evaluation

BGV Unlimited† Integers Integer arithmetic

BFV Unlimited† Integers Boolean circuits

CKKS Unlimited† Real/complex Machine learning, signal processing

TFHE Unlimited† Boolean Circuit evaluation, logic operations

FHEW Unlimited† Boolean Boolean circuits

MKHE Varies by base scheme Base dependent Cross-organization computation

Table 1 Comparison of HE schemes by type: partially homomorphic encryption (PHE), somewhat
homomorphic encryption (SWHE) and fully homomorphic encryption (FHE). Here † denotes “with
bootstrapping” and ★ denotes “without bootstrapping”.

from partially homomorphic which supports single operations, to fully homomorphic
which supports arbitrary computations, as detailed in Table 1.

Among recent schemes, CKKS (Cheon et al., 2017) advances AI-compatible HE
by enabling approximate arithmetic on real/complex numbers. By encoding vectors
directly into polynomial rings, it eliminates integer conversion overhead; this is a
critical optimization for privacy-preserving neural networks and ML workloads.

Despite promising theoretical foundations, Homomorphic Encryption faces sub-
stantial practical challenges for AI deployment. FHE operations remain 3–6 orders of
magnitude slower than their plaintext equivalents, creating a significant performance
gap that impacts real-world applications (Bergerat et al., 2023). Memory efficiency
presents another critical concern, as ciphertexts typically expand in size by 2–3 or-
ders of magnitude compared to plaintexts. This expansion is particularly problematic
for deep learning models with millions of parameters, where encrypted inference
can require gigabytes of memory even for relatively small networks. Additionally,
optimal HE parameter selection introduces complexity through necessary trade-offs
between security levels, numerical precision, and circuit depth, requiring careful
consideration during implementation.

Recent engineering advances are rapidly closing implementation gaps in homo-
morphic encryption for AI applications. Hardware acceleration has achieved remark-
able breakthroughs, with FPGA implementations demonstrating speedups ranging
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from 13× to over 3200× (Sinha Roy et al., 2019; Yang et al., 2025). Domain-specific
architectures have emerged as critical enablers, with systems like HEAX (Riazi
et al., 2020), F1 (Samardzic et al., 2021), HAAC (Mo et al., 2023), and Cinna-
mon (Jayashankar et al., 2025) leveraging parallel computation across different
scales. Particularly noteworthy is OLA (Yang et al., 2025), which implements scale-
out architectures that distribute computational workloads across multiple chips to
maximize throughput for complex neural network operations.

Algorithmic optimizations have simultaneously addressed memory and commu-
nication bottlenecks through advanced data encoding techniques. Frameworks such
as TenSEAL (Benaissa et al., 2021) and Gazelle (Juvekar et al., 2018) have dramati-
cally reduced resource requirements, with Gazelle achieving a remarkably compact
0.5MB memory footprint. These optimizations are complemented by compiler-level
innovations from systems like EVA (Dathathri et al., 2020) and Zama’s Concrete-
ML (Zama, 2022), which automate parameter selection, optimize circuit depth, and
approximate non-linear functions with polynomials, enabling efficient encrypted
computation without requiring deep cryptographic expertise from developers.

The integration of these advancements has enabled the development of practi-
cal privacy-preserving AI systems. Hybrid cryptographic frameworks like Chee-
tah (Huang et al., 2022) strategically combine homomorphic encryption for linear
operations (convolution, batch normalization, fully-connected layers) with oblivious
transfer protocols for non-linear activations (ReLU, truncation), to reduce latency
and communication overhead.

Production-ready libraries have further bridged research-practice gaps, with Mi-
crosoft SEAL providing general-purpose HE capabilities that form the foundation
for many higher-level implementations. OpenMined’s TenSEAL, built upon SEAL,
extends these capabilities with specialized support for tensor operations including
addition, subtraction, and multiplication, making it particularly suitable for machine
learning workloads. NVIDIA has integrated HE into its Clara Train SDK to en-
able privacy-preserving federated learning, while IBM’s HElib (Halevi and Shoup,
2020) offers highly optimized implementations of multiple HE schemes. Intel’s HE-
Transformer completes this ecosystem by enabling efficient tensor operations on
encrypted data through hardware-optimized primitives.

3.2.3 Summary and Enterprise Outlook

Secret Sharing distributes data fragments across multiple parties who must coordi-
nate computation, providing post-quantum resistance and robustness against certain
corruptions, but requiring significant communication overhead. Homomorphic En-
cryption allows computing directly on encrypted data without decryption, offering
a stronger threat model but suffering from extreme computational costs and vulner-
ability to side-channel attacks. Both approaches remain orders of magnitude away
from efficiently supporting large AI models.

As hardware acceleration continues to evolve through specialized FPGA imple-
mentations and domain-specific architectures, and as algorithmic innovations further
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reduce computational and communication overhead, we can expect wider adoption
of SMPC techniques across industries where data privacy is paramount.

Organizations implementing SMPC should first evaluate which approach best
matches their specific privacy needs and technical constraints. Enterprises should
leverage production-ready frameworks like TenSEAL, Microsoft SEAL, or CrypTen
that offer streamlined development through high-level APIs and machine learning
framework integrations. Hybrid approaches can optimize privacy-utility trade-offs
by applying SMPC only to the most sensitive computations. For sustained privacy
requirements, investing in specialized hardware accelerators (now available through
many cloud providers) can substantially improve performance. While SMPC is
not yet viable for all AI workloads, organizations should begin exploring these
technologies now, as privacy-preserving computation is becoming both a regulatory
necessity and competitive advantage.

3.3 Trusted Execution Environments

Trusted Execution Environments (TEEs) can provide protection to AI workloads
via isolation—allowing such workloads to run in an untrusted computing environ-
ment. TEEs provide hardware-enforced isolation for sensitive computations, creating
protected enclaves where code and data remain confidential even from privileged
software like operating systems. This architecture (McKeen et al., 2013) establishes
processor-level security features that create distinct trusted and untrusted execution
domains, enabling secure execution of confidential workloads in otherwise untrusted
cloud environments.

Fig. 3 illustrates one approach to hardware-enforced isolation between trusted and
untrusted execution environments (Sierra-Arriaga et al., 2020). This figure demon-
strates a clear boundary between a non-secure world with untrusted applications on
a conventional operating system (OS) and a secure world where trusted applications
operate on a specialized trusted OS. This security model ensures only trusted ap-
plications can access sensitive processor functions, protected memory regions, and
dedicated peripherals. This security model provides confidentiality and integrity pro-
tection that persists even when the cloud provider presents risks, though it’s worth
noting that sophisticated attackers with physical access may still potentially bypass
these protections through side-channel methods.

However, it’s important to note that not all TEEs operate according to this exact
model. For instance, Intel Software Guard Extensions (SGX) implements a different
approach that doesn’t require a separate trusted OS counterpart, instead creating se-
cure enclaves directly within the untrusted operating system environment (McKeen
et al., 2013). These enclaves utilize hardware-based memory encryption and integrity
verification to protect sensitive data and computations from privileged software.
While Fig. 3 shows a clear physical separation between environments, the underly-
ing mechanisms for establishing and maintaining isolation vary considerably across
TEE technologies. Some implementations rely on processor modes and hardware
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security extensions, while others use memory encryption and attestation protocols.
This architectural diversity enables TEEs to be deployed across various comput-
ing environments—from resource-constrained mobile devices to high-performance
cloud infrastructure—while maintaining strong security guarantees appropriate to
each context’s specific requirements and threat models.

Non-Secure World
Rich Execution Environment

Untrusted
App

Untrusted
App

Untrusted
App

Embedded OS

Secure World
Trusted Execution Environment

Trusted
App

Trusted
App

Trusted
App

Trusted OS

Hardware Protected Hardware
Resources

Fig. 3 Hardware-enforced isolation: trusted vs. untrusted execution environments.

3.3.1 Commercial TEE Hardware Architectures

The landscape of Trusted Execution Environment (TEE) technologies has evolved
significantly, with numerous commercial implementations now available across di-
verse computing platforms. These technologies can be broadly categorized into
hardware-centric TEEs that embed security directly into processors and chipsets,
and cloud service TEEs that provide confidential computing capabilities as managed
offerings. As shown in Table 2, which represents our compilation of information
from vendor documentation and product websites as of May 2025, each architecture
employs distinct approaches to achieving the fundamental TEE goals of isolation,
encryption, and attestation. Hardware-centric solutions range from Intel’s enclave-
based SGX to ARM’s dual-world TrustZone architecture, while cloud providers have
integrated these hardware technologies into their service offerings. Understanding
the security features and market availability of these TEE architectures is essential for
organizations seeking to implement robust security measures for their most sensitive
computational workloads.

3.3.2 CPU-GPU TEE Integration

In the trusted execution landscape, CPU-based and GPU-based TEEs have devel-
oped along separate technological paths due to fundamental differences in hardware
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Table 2 Commercial Trusted Execution Environment (TEE) Architectures
TEE Technology Key Security Features Market Availability

Hardware-Centric TEEs
Intel SGX Application-level enclaves with memory encryption, attes-

tation, and isolated execution
Widespread in server market, reduced in
consumer chips

ARM TrustZone Secure/non-secure world separation with hardware-
enforced isolation

Billions of devices across mobile and em-
bedded markets

NVIDIA Confidential Computing GPU workload protection, secure memory, and protected
execution paths

Enterprise GPU offerings for AI/ML work-
loads

AMD SEV VM memory encryption, nested page protection, and secure
VM launch

Widely deployed in EPYC servers for
cloud and enterprise data centers

IBM Secure Service Container Encrypted containers, tamper protection, and automatic
data encryption

IBM Z mainframes and LinuxONE sys-
tems for enterprise market

Apple Secure Enclave Isolated security processor, encrypted memory, and secure
boot chain

All modern Apple devices (iPhones, iPads,
Macs)

Samsung Knox Isolated workspace, secure boot, and real-time kernel pro-
tection

Samsung enterprise and consumer mobile
devices

Cloud Service TEEs
Google Confidential Computing Isolated VMs, confidential containers, and AMD SEV-

based protection
Google Cloud Platform commercial ser-
vice

Microsoft Azure Confidential Computing SGX VMs, confidential containers, and attestation services Azure cloud service offerings

Alibaba Cloud Confidential Computing SGX and SEV support, data isolation, and encryption in
use

Alibaba Cloud commercial offering

architecture, instruction sets, and execution models (Volos et al., 2018). CPU TEEs
(like Intel SGX, AMD SEV, and ARM TrustZone) evolved earlier and focus on
general-purpose computing security, while GPU TEEs (such as NVIDIA’s Confi-
dential Computing) emerged more recently to address the specific needs of parallel
computation in AI workloads. Despite this separate development, modern enterprise
AI deployments increasingly demand seamless integration between these distinct
security technologies to provide comprehensive protection across heterogeneous
computing resources.

Modern enterprise AI security systems now use hybrid approaches that com-
bine these complementary TEE technologies into unified security zones. These
integrated systems create end-to-end secure computing paths where data remains
protected throughout its lifecycle, from ingest and preprocessing (secured by CPU
TEEs) through model training and inference (protected by GPU TEEs). This se-
curity coverage spans the entire AI pipeline, creating a continuous chain of trust
across different computing resources (Tramer and Boneh, 2019). In typical pro-
duction environments, Intel SGX or AMD SEV secures the data preparation and
management stages, while NVIDIA’s confidential computing technologies protect
the compute-intensive model execution.

Recent benchmarks on NVIDIA H100 GPUs reveal that TEE security features add
minimal performance overhead for AI workloads. Zhu et al. (2024) demonstrated that
enabling TEE mode on H100 GPUs incurs less than 7% average performance penalty
for LLM inference tasks, with this overhead approaching zero for larger models.
Significantly, the performance impact stems primarily from encrypted data transfers
between CPU and GPU TEEs across the PCIe bus, not from computations within the
GPU itself. These findings are particularly relevant for enterprise AI deployments,
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confirming that TEE protection becomes more efficient precisely for the large-scale,
computation-intensive workloads typical in production environments.

The research community has also made significant progress in developing trusted
execution environments for heterogeneous computing systems, with substantial ef-
forts focusing on the integration of CPUs and GPUs to address their unique security
challenges while minimizing performance overhead. Early prototypes like Graviton
established secure channels between untrusted hosts and GPUs, while HIX advanced
this approach by placing key GPU control functionalities within a CPU-based enclave
(Wang and Oswald, 2024). HETEE proposed a data-center level GPU TEE support-
ing confidential computing without requiring chip-level modifications. ARM-based
TEE research has evolved with StrongBox, the first ARM-based GPU TEE for se-
cure computation without hardware modifications, and CRONUS, which developed a
framework supporting spatial sharing within accelerators (Wang and Oswald, 2024).
Most recently, PORTAL (Sang et al., 2025) addresses the challenges of integrating
diverse co-processors and peripherals within mobile ARM SoCs by achieving secure
device I/O through strict memory isolation without memory encryption, specifically
targeting performance, scalability, and power efficiency challenges that have hindered
wider adoption of confidential computing architectures.

3.3.3 Security Vulnerabilities and Mitigation Strategies

Vulnerabilities While integrated TEE technologies offer promising security bene-
fits across CPU-GPU environments, they remain vulnerable to a range of sophisti-
cated attacks that must be addressed to ensure truly secure heterogeneous computing.
Side-channel attacks represent a critical threat to heterogeneous TEEs, especially in
CPU-GPU systems. Traditional TEE protections focus primarily on preventing di-
rect memory access from untrusted software but often fail to address the subtle
information leakage that occurs through execution patterns, memory access tim-
ing, and resource contention. TEEs offer inadequate protection against sophisticated
side-channel attacks exploiting cache timing or page faults, as demonstrated by suc-
cessful attacks against Intel SGX enclaves (Xiao et al., 2017). Similarly, speculative
execution attacks like Spectre and Meltdown, as well as physical attacks including
cold boot and power analysis techniques, continue to pose significant threats to TEE
security guarantees (Van Schaik et al., 2024).

These side-channels become even more problematic in heterogeneous comput-
ing environments where the architectural complexity introduces additional attack
surfaces. Researchers have demonstrated multiple attack vectors unique to GPU en-
vironments, including microarchitectural attacks exploiting shared resources (such
as L2 caches across GPUs connected via NVLink), timing attacks based on GPU-
specific execution patterns, and physical access vulnerabilities targeting PCIe traffic.
Academic studies (Wang and Oswald, 2024; Dutta et al., 2023) have highlighted
specific vulnerabilities in various GPU architectures, showing that even with TEE
protection, challenges remain in securing the entire computational pipeline. The
complexity of CPU-GPU interactions creates unique side-channel vulnerabilities
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that are difficult to address through hardware isolation alone, as TEEs alone cannot
prevent side-channel leakage through memory access patterns.

Defenses Frameworks like STACCO provide sophisticated differential analysis
techniques to identify subtle side-channel vulnerabilities in TEE implementations
(Xiao et al., 2017). Ohrimenko et al. (2016) demonstrated how CPU TEEs can
be leveraged constructively by implementing data-oblivious machine learning algo-
rithms within Intel SGX enclaves. By ensuring “uniform” memory access patterns
regardless of input data, these techniques effectively shield sensitive information
from memory side-channel observation. This approach has been further advanced
by TLBlur (Vanoverloop et al., 2025), which automatically tracks and prefetches page
accesses to conceal execution patterns from privileged adversaries. The complemen-
tary nature of TEEs and oblivious algorithms represents a crucial research direction
for privacy-preserving AI applications, combining hardware isolation against di-
rect attacks with algorithmic protections that can eliminate the subtle information
leakage traditionally undermining TEE security guarantees. By combining hardware
TEE protections with algorithmic techniques, the system can provide strong security
guarantees: hardware isolation to prevent direct access and algorithmic solutions
to mitigate some of the indirect observations through side-channels. These findings
inform ongoing research in hardening TEE implementations to address attack sur-
faces through techniques like resource partitioning, cache isolation, and encrypted
memory systems.

3.3.4 Summary and Enterprise Outlook

Trusted Execution Environments provide hardware-enforced isolation for sensitive
AI workloads, with modern implementations now effectively spanning heteroge-
neous CPU-GPU architectures. Despite significant advances in integration that min-
imize performance penalties for large models (less than 7% for LLMs on NVIDIA
H100 GPUs), there are several aspects that enterprises may consider before deploying
these technologies. For example, for effective TEE implementation, AI teams should
identify critical pipeline components requiring protection, establish continuous at-
testation chains across processing stages, and develop clear governance frameworks
for confidential computing deployments.

In parallel with implementation advancements, academic-industry collabora-
tions continue to standardize secure communication between heterogeneous TEEs
and unify attestation protocols (Confidential Computing Consortium, 2023). These
standardization efforts complement technical implementations (Volos et al., 2018;
Tramer and Boneh, 2019) and enhance the viability of secure AI deployments across
diverse hardware environments. However, even with standardized protocols, secu-
rity remains contextual to specific deployments. When deploying TEE technologies,
organizations should conduct thorough threat modeling end-to-end, including the
supplier of the TEEs and the environment where TEEs are deployed. For example,
if memory side-channels are a threat, then susceptibility of the code to information
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leakage should be evaluated and methods for hardening AI workloads should be
considered.

3.4 Federated Learning

The principle of data minimization is fundamental to privacy preservation, but it
presents a significant challenge for traditional machine learning approaches that rely
on centralized data collection. Federated learning (FL) addresses this challenge by
enabling model training across multiple clients without sharing raw data. In FL,
clients collaboratively train a model by exchanging model weights or gradients,
either among themselves or with a centralized server.

However, as discussed in Sections 2.2 and 2.5, these model updates are not intrin-
sically privacy-preserving and can potentially leak information about the underlying
training data. While basic FL schemes remain vulnerable to such leakage, it is possi-
ble to mitigate these risks by integrating additional privacy-enhancing technologies,
such as secure multiparty computation, secure enclaves, and differential privacy
covered in previous sections.

This section will examine the key principles of federated learning, analyze its
privacy benefits and challenges, and explore how it can be combined with other PETs
to enhance privacy. We will also discuss practical considerations for implementing
FL in enterprise settings.

3.4.1 Federated Learning Deployment Modes

Federated learning can be deployed in two primary modes, each with distinct privacy
implications:

Centralized FL A central server orchestrates the learning process, with clients
downloading the current model, training locally, and sending updates back for ag-
gregation. While straightforward to implement and manage, this mode introduces
a single point of failure and may raise trust issues regarding the central server,
potentially allowing for inference attacks (Nasr et al., 2019).

Decentralized FL Clients communicate directly with each other, sharing updates
in a peer-to-peer fashion using technologies such as gossip protocols (Tang et al.,
2023) or blockchain (Bao et al., 2019). This mode is more resilient to failures and
can offer stronger privacy guarantees by eliminating a central point of visibility.
However, it’s more complex to implement and may be more vulnerable to inference
attacks from malicious clients (Lyu et al., 2020).

The choice of deployment mode depends on factors including privacy require-
ments, network topology, and computational resources. For example, a consortium
of banks might prefer decentralized FL for a fraud detection model to ensure no
single entity has complete visibility of all updates, while a company improving
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product recommendations across branches might choose centralized FL for easier
management, with appropriate security measures at the central server.

3.4.2 Federated Averaging: A Canonical FL Algorithm

To grasp both the privacy benefits and challenges of federated learning, it’s helpful
to understand the process. Federated Averaging (FedAvg) (McMahan et al., 2017),
which extends stochastic gradient descent to the federated setting, is one of the most
widely used algorithms for centralized FL and has served as a foundation for more
advanced algorithms.

The FedAvg process, as detailed in Algorithm 2, proceeds as follows:

1. Initialization: A central server chooses a model architecture and initializes global
weights 𝑤0 (line 2).

2. Client Selection: For each round, the server selects a subset of clients to partici-
pate (line 4).

3. Local Training: Selected clients receive the current global model weights and
perform local training (line 6). This step is crucial for privacy preservation, as all
data handling occurs locally.

4. Aggregation: The server aggregates the updates by averaging model parameters
from all participating clients (line 8).

5. Iteration: Steps 2-4 are repeated for multiple rounds until the model converges
or a predefined number of rounds is reached.

While clients never share raw data, which is a key privacy-preserving aspect of FL,
these model updates can still potentially leak information, necessitating additional
privacy measures discussed next.

3.4.3 Additional Privacy Measures

While federated learning offers inherent privacy advantages by keeping raw data
localized, it’s not immune to privacy vulnerabilities. As discussed in Sections 2.5
and 2.2, gradients or model weights can leak information about the training data.
This risk exists in both centralized and decentralized FL settings, and even the final
global model can pose privacy risks similar to those in standard centralized learning.

To address these vulnerabilities, FL is often combined with other privacy-
enhancing technologies:

Differential Privacy (DP) Both local and central DP can be applied to FL. With
local DP, clients add noise to their weight updates before sending them to untrusted
parties (Truex et al., 2020), however it typically results in poor utility for a reason-
able level of privacy (Kim et al., 2021). A more practical approach is central DP,
which assumes a trusted central server while preventing privacy leakage in the final
model. For example, DP-FedAvg (Geyer et al., 2018) adapts the FedAvg algorithm
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Algorithm 2 Federated Averaging
1: procedure FedAvg ⊲ Run on server
2: Initialize global weights 𝑤0
3: for each round 𝑡 = 1, 2, ... do
4: Select a subset 𝑆𝑡 of 𝐾 clients
5: for client 𝑘 ∈ 𝑆𝑡 in parallel do
6: 𝑤𝑘𝑡 ← ClientUpdate(𝑘, 𝑤𝑡−1)
7: end for
8: Global weight update: 𝑤𝑡 ← 1

𝐾

∑
𝑘∈𝑆𝑡 𝑤

𝑘
𝑡

9: end for
10: return Global weights 𝑤𝑡
11: end procedure

12: procedure ClientUpdate(𝑘, 𝑤) ⊲ Run on client 𝑘
13: Randomly partition local data into batches B
14: for epoch 𝑖 = 1, . . . , 𝐸 do
15: for batch 𝑥 ∈ B do
16: Local weight update: 𝑤← 𝑤 − 𝜂∇𝐿 (𝑤; 𝑥 )
17: end for
18: end for
19: return Local weights 𝑤 to server
20: end procedure

(Algorithm 2) to limit an attacker’s ability to determine whether a specific client
participated in the training process. This is distinct from protecting individual data
points and works by sub-sampling clients and adding noise during the aggregation
step, effectively hiding a single client’s contribution.

Secure Multiparty Computation (SMPC) SMPC techniques, particularly secure
aggregation and homomorphic encryption, can be integrated into FL to enhance
privacy during the training process. Secure aggregation protocols efficiently protect
individual updates during aggregation, but leave the aggregated update exposed to the
central server and require synchronous training (Bonawitz et al., 2017). Homomor-
phic encryption offers stronger protection by securing both individual and aggregated
updates, but at a higher computational cost. These approaches have different threat
model assumptions: secure aggregation typically assumes an honest-but-curious cen-
tral server, while homomorphic encryption provides stronger guarantees against a
malicious server.

Trusted Execution Environments (TEEs) TEEs offer hardware-based isolation
for sensitive computations in FL, primarily used on the server side to protect the
aggregation process (Mo et al., 2021). In a typical setup, clients encrypt model
updates before transmission, and the server’s TEE decrypts and aggregates the
updates in a protected environment. While TEEs offer strong privacy guarantees,
they assume trustworthiness of the hardware manufacturer and TEE implementation,
and can be vulnerable to side-channel attacks (Bulck et al., 2018).

By combining these technologies, FL can provide robust privacy guarantees
against a wide range of threat models. However, each technology comes with its own
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trade-offs in terms of computational overhead, communication costs, and potential
impact on model utility.

3.4.4 Summary and Enterprise Outlook

Federated learning represents a significant advancement in privacy-preserving AI,
allowing enterprises to collaborate on model training while respecting data privacy
and ownership. By keeping raw data localized and sharing only model updates,
FL provides a foundation for overcoming data silos and enabling collaboration
in scenarios where direct data sharing is infeasible. The integration of additional
privacy-enhancing technologies, such as secure aggregation protocols and Trusted
Execution Environments (TEEs), has largely addressed privacy concerns in the FL
training process.

Looking forward, enterprises considering FL implementation should:

• Assess their specific use case and privacy requirements to determine the most
appropriate FL deployment mode and additional privacy measures needed.

• Invest in building technical expertise or partnering with specialized providers to
navigate the complexity of implementing secure FL systems.

• Stay informed about advancements in differentially private machine learning,
as these will be crucial for protecting the privacy of final aggregated models,
especially if they are to be released or shared.

As privacy-preserving FL becomes more accessible, enterprises that proactively
develop capabilities in this area will be well-positioned to leverage collaborative
learning opportunities while maintaining robust privacy protections. This could lead
to competitive advantages through improved models and expanded collaboration
possibilities, all while adhering to stringent privacy standards.

3.5 Machine Unlearning

The “right to erasure” enshrined in privacy regulations such as the European Union’s
General Data Protection Regulation (GDPR) has sparked growing interest in data
deletion practices. While these regulations don’t explicitly extend to trained models,
research demonstrating that models can memorize training data (Carlini et al., 2019)
has raised privacy concerns and potential regulatory implications. In response, the
field of machine unlearning has emerged, aiming to develop methods to remove the
influence of specific data points from trained models efficiently, without the need for
complete retraining.

This section explores the landscape of machine unlearning techniques, cate-
gorizing them into certified and heuristic approaches. We discuss their privacy
implications and challenges, and provide an outlook for this emerging field with
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recommendations for organizations considering unlearning as a privacy-enhancing
technology.

3.5.1 Unlearning Approaches

Machine unlearning approaches can be broadly categorized into certified and heuris-
tic methods.

Certified Approaches Certified unlearning approaches provide guarantees about
the extent to which data has been “forgotten”. Most operate by performing an ap-
proximate update to the model (such as a Newton or gradient step) followed by the
addition of noise (Guo et al., 2020; Neel et al., 2021). This can produce a model sta-
tistically indistinguishable from one retrained without the data to forget. The notion
of statistical indistinguishability can be formalized in various ways. One common ap-
proach due to Guo et al. (2020), is inspired by (𝜖, 𝛿)-differential privacy. It provides
more effective unlearning guarantees as 𝜖 and 𝛿 approach zero.

Definition 2 Let 𝐴 be a training algorithm that produces a model 𝜃 = 𝐴(𝐷) given
training data 𝐷. An unlearning algorithm 𝑈 is an (𝜖, 𝛿)-unlearner for 𝐴 if, for any
subset 𝑍 ⊂ 𝐷 to be forgotten, the distributions of 𝐴(𝐷 \ 𝑍) and 𝑈 (𝐴(𝐷), 𝐷, 𝑍) are
(𝜖, 𝛿)-indistinguishable.

While offering formal guarantees, certified methods have limitations. Many rely
on assumptions such as strong convexity, which are not satisfied by popular models
like neural networks (Guo et al., 2020; Neel et al., 2021), although researchers are
trying to lessen these assumptions (Mu and Klabjan, 2024; Zhang et al., 2024a).
Moreover, they often struggle with multiple successive erasure requests and can
negatively impact model performance due to noise addition.

Notably, there is a strong connection between certified unlearning and differential
privacy, with the latter providing strong unlearning guarantees even for adaptive
deletion requests that depend on previously published models (Gupta et al., 2021).

Heuristic Approaches Heuristic approaches approximate the effect of retraining
without erased data, often using techniques such as influence functions (Koh and
Liang, 2017) or fine-tuning on the retained data. While more practical for complex
models, they lack formal guarantees. Popular heuristic methods include Amnesiac
(Graves et al., 2021), which selectively reverses parameter updates from batches
containing data to be erased; SISA (Bourtoule et al., 2021), which trains multiple
models on disjoint data subsets so that only some of the models need to be retrained;
and SCRUB (Kurmanji et al., 2023), which uses a teacher-student formulation to
unlearn.

Researchers typically evaluate these methods empirically, using metrics such as
the similarity to a fully retrained model or resistance to membership inference attacks
on erased data. However, the lack of formal guarantees means that these methods
may not fully remove all traces of erased data from the model.
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3.5.2 Privacy Considerations

While unlearning methods aim to enhance privacy by removing the influence of
specific data points, they also introduce new privacy considerations and potential
vulnerabilities.

Longitudinal Privacy Risks The release of multiple versions of unlearned models
over time introduces significant privacy challenges. Chen et al. (2021) demonstrated
that differencing attacks can potentially reconstruct erased data by comparing succes-
sive model versions. This vulnerability is particularly concerning when successive
unlearned models are released as data removal requests are processed. To mitigate
these risks, organizations may need to limit the frequency of model releases, or em-
ploy techniques that add noise to model updates to obscure the effects of individual
unlearning operations.

Interaction with other PETs Unlearning methods do not exist in isolation but rather
complement and interact with other privacy-enhancing technologies (PETs). For
instance, combining unlearning with differential privacy (DP) can provide stronger
privacy guarantees (Gupta et al., 2021; Huang and Canonne, 2023). DP can be
applied to the unlearning process itself, ensuring that the act of removing data
doesn’t leak information about the removed data. Unlearning can also be integrated
into federated learning systems for local data removal without requiring access to the
central model (Liu et al., 2024b). However, these combinations may introduce new
challenges, such as increased computational complexity or potential degradation in
model utility, requiring careful balancing of privacy and performance objectives.

Adversarial Unlearning Requests The ability to request data removal opens up
new avenues for attacks. Malicious actors could potentially exploit unlearning mech-
anisms to degrade model performance by strategically requesting the removal of
critical training examples (Huang et al., 2025) or use carefully crafted sequences
of unlearning requests to extract information about the training data or the model.
Defending against such attacks requires robust verification mechanisms to ensure the
legitimacy of unlearning requests, as well as techniques to maintain model integrity.
Organizations must consider not only the privacy implications for data subjects but
also the security of the machine learning system as a whole when implementing
unlearning.

3.5.3 Summary and Enterprise Outlook

While machine unlearning shows promise in addressing privacy concerns and po-
tential future regulatory requirements, it remains primarily a research topic rather
than a technology ready for deployment. As we’ve demonstrated, current approaches
face significant challenges, including limited scalability, potential impacts on model
performance, and vulnerability to longitudinal privacy risks.
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Although unlearning is not yet ready for enterprise deployment, forward-thinking
organizations could:

• Monitor developments in unlearning research, particularly advancements in effi-
ciency, scalability, and privacy guarantees.

• Assess the potential impact of unlearning on existing machine learning pipelines
and data management practices.

• Engage with legal and compliance teams to evaluate how unlearning might fit
into broader data protection strategies.

As the field matures, unlearning may become an essential tool in the privacy-
preserving machine learning toolkit. Organizations that proactively engage with
unlearning research will be well positioned to leverage its potential benefits.

4 Privacy in the Era of Generative AI

The rise of large foundation models and generative AI has fundamentally altered the
privacy landscape. While many traditional privacy risks and protection mechanisms
still apply, the unique characteristics of these models introduce novel challenges and
exacerbate existing ones. This section explores how the privacy landscape has shifted
in the era of generative AI, focusing on new and amplified risks, the limitations of
existing privacy-enhancing technologies (PETs), and emerging approaches to privacy
protection.

4.1 Privacy Risks in the Generative AI Era

Generative AI models, particularly large language models (LLMs), have not only
amplified existing privacy risks but also introduced new concerns. One of the most
significant issues is the unprecedented capacity for memorization exhibited by these
models. As they scale up, LLMs have been shown to memorize and potentially leak
more information from their training data, amplifying the risk of data extraction
attacks (Carlini et al., 2021). Interestingly, recent research has found that LLMs
exhibit higher memorization of data presented earlier and later in training, suggesting
that placing sensitive data in the middle of training might be beneficial for privacy
protection (Leybzon and Kervadec, 2024).

The outputs of generative models present another challenge, as they are typically
much more information-dense than those of traditional classification and regression
models. This increased information density results in a higher risk of information
leakage, not just from training data but also from sensitive information in input
prompts (Wu et al., 2024b). The risk is further compounded by the advent of multi-
modal models like CLIP (Radford et al., 2021), which introduce new privacy vul-
nerabilities from the interaction between different data modalities. These models are
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susceptible to membership inference attacks that exploit the relationship between
text and image data, potentially revealing more information than single-modality
models (Ko et al., 2023).

LLMs also face unique security challenges that have privacy implications. They
are vulnerable to “jailbreaking” attacks, where carefully crafted prompts cause the
model to bypass its safety constraints. Such attacks have been shown to successfully
extract private information from commercial models such as ChatGPT (Li et al.,
2023). Moreover, the reasoning capabilities of LLMs enable them to perform linkage
attacks given access to external data provided in prompts or via retrieval-augmented
generation (OpenAI, 2024). This is particularly concerning as it allows malicious
actors to automate and scale attacks that previously may have been limited by human
labor constraints.

Lastly, the massive datasets required to train foundation models often involve com-
plex, opaque data supply chains. This opacity introduces new privacy risks related
to unauthorized data use, lack of consent, and potential violations of data protection
regulations. Zhang et al. (2024b) argue that consent management is needed through-
out the data lifecycle, and training information and metadata must be preserved to
enable side-effect mitigation, such as through unlearning techniques.

4.2 Limitations of Existing PETs in the Generative AI Context

Traditional privacy-enhancing technologies (PETs) face new challenges when ap-
plied to large foundation models and generative AI.

Differential privacy (DP), a cornerstone of privacy protection, encounters signif-
icant hurdles in this new context. While DP remains a powerful tool, its application
to generative models can result in substantial utility loss (Yu et al., 2022). The scale
of data required for pre-training makes DP seem infeasible at that stage, although
it has shown promise in fine-tuning scenarios (Yu et al., 2021). In the domain of
computer vision, applying DP to the training of diffusion models typically leads to
divergence for small-scale datasets, while its feasibility for larger datasets remains
an open question (Chen et al., 2024).

Federated learning (FL), another popular PET, also faces challenges in the context
of generative AI. While FL can help protect raw data by keeping it decentralized,
the aggregated updates in FL settings can still leak significant amounts of private
information, particularly in the context of language models (Fowl et al., 2023). This
leakage undermines the privacy guarantees that FL aims to provide, necessitating
additional protective measures.

Secure computation techniques, such as secure multiparty computation (SMPC)
and trusted execution environments (TEEs), encounter scalability issues when ap-
plied to foundation models. The immense computational requirements of these mod-
els make traditional SMPC and CPU-based TEEs impractical. However, recent ad-
vancements in hardware, such as Nvidia’s Hopper and Blackwell GPUs with built-in
TEEs, offer promising solutions. Zhu et al. (2024) found that enabling TEEs on
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Nvidia Hopper GPUs for large-scale LLM inference incurs an overhead of less than
7%, while Nvidia claims near-identical performance for their Blackwell architecture.

4.3 Emerging Approaches and Future Directions

To address the new and amplified risks posed by generative AI, researchers are
exploring novel approaches to privacy protection. One such approach involves us-
ing LLMs themselves to remove sensitive information from training data, a process
known as scrubbing. However, current commercial models like GPT-4 have shown
limitations in this task, failing to detect all pieces of personal information in bench-
mark datasets (Bubeck et al., 2023; Mireshghallah et al., 2024). This suggests that
while AI-powered scrubbing holds promise, it requires further refinement to match
or exceed human performance in identifying and protecting sensitive information.

Alignment and self-censoring techniques represent another avenue for privacy
protection in generative AI. LLMs can be trained to reject requests that could vi-
olate privacy, such as performing linkage attacks (OpenAI, 2024). In the image
domain, researchers have proposed methods to steer image generation in diffusion
models away from memorized data (Chen et al., 2024). However, the effectiveness
of these alignment efforts is challenged by automated red-teaming techniques that
can generate adversarial prompts to circumvent such protections (Nie et al., 2024).

Privacy-preserving fine-tuning has emerged as a promising direction, particularly
given the challenges of applying differential privacy to pre-training. Several studies
have demonstrated the feasibility of fine-tuning LLMs using DP analogues of stan-
dard training algorithms, achieving reasonable privacy-utility trade-offs (Yu et al.,
2021; Li et al., 2022; Wu et al., 2024a). While these approaches protect against pri-
vacy leakage in the fine-tuned model parameters, they may still expose training data
to human annotators. To address this issue, Yu et al. (2024) propose replacing user
prompts with synthetic prompts generated by a privately fine-tuned model, further
enhancing privacy protection throughout the training process.

In-context learning presents an alternative paradigm that allows off-the-shelf
LLMs to be used without fine-tuning by providing training examples in the prompt.
However, this approach introduces its own privacy challenges, as sensitive informa-
tion in the training examples could be leaked in the LLM’s response, particularly
in adversarial settings. To mitigate this risk, researchers have applied differential
privacy through randomized aggregation of LLM responses using disjoint exemplar
sets (Wu et al., 2024b; Duan et al., 2023).

In conclusion, while generative AI presents significant privacy challenges, it
also offers opportunities for innovative solutions. As the field evolves, developing
privacy-preserving techniques that can keep pace with the rapid advancements in
model capabilities and applications will be crucial. The interplay between new risks
and emerging protective measures underscores the dynamic nature of privacy in
the AI era, emphasizing the need for continued research and adaptation of privacy-
enhancing technologies.
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5 Conclusion and Future Outlook

This chapter has explored the complex landscape of privacy in enterprise AI, ex-
amining key privacy risks, mitigation strategies, and the evolving challenges posed
by generative AI. As we conclude, it is crucial to reflect on the main insights and
consider the path forward for organizations navigating this dynamic field.

5.1 Key Takeaways

Our exploration of privacy risks and threat models underscores the importance
of adopting a threat-specific approach to privacy. By viewing privacy through the
lens of specific threats, organizations can develop targeted and effective mitigation
strategies, rather than implementing generic solutions that may leave critical vul-
nerabilities unaddressed. This approach is particularly crucial given the fast-paced
nature of AI development, where new privacy risks can emerge rapidly.

The diverse toolkit of privacy-enhancing technologies (PETs) available for AI ap-
plications offers promising solutions, but also presents complex trade-offs. Organi-
zations must carefully balance privacy protections with model utility, computational
demands, and system complexity. The intricacies of these trade-offs highlight the
need for specialized expertise in privacy engineering, rather than treating privacy as
an afterthought in AI development.

Our examination of privacy in the era of generative AI demonstrates how re-
cent advancements have significantly altered the privacy landscape. These powerful
models have not only exacerbated existing privacy risks but also introduced novel
challenges. While research in this area is progressing rapidly, there remains a sub-
stantial gap between current capabilities and robust privacy-preserving generative
AI systems. This gap underscores the need for ongoing vigilance and adaptation in
privacy strategies.

The dynamic nature of AI privacy means that what constitutes state-of-the-art
today may be outdated within months. This rapid change presents both opportuni-
ties and challenges for enterprises. While new techniques and tools are constantly
emerging to enhance privacy protections, the pace of change makes it challenging
to establish stable, long-term privacy strategies.

Perhaps the most critical takeaway is the need for organizations to remain adapt-
able and committed to continuous learning. Enterprises must regularly reassess their
privacy measures, staying informed about emerging threats, novel protection mecha-
nisms, and evolving best practices. This ongoing process of learning and adaptation
is essential for navigating the complex and ever-changing intersection of AI and
privacy.
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5.2 Future Outlook for Privacy and AI in the Enterprise

Looking ahead, several key areas will likely shape the future of privacy in enter-
prise AI. The balance between AI innovation and privacy will become increasingly
critical as AI capabilities expand. Organizations will face growing pressure to in-
novate their AI capabilities while maintaining robust privacy protections, requiring
careful consideration of privacy implications at every stage of AI development and
deployment.

Data governance for AI systems will need to evolve to match the growing com-
plexity of AI models, particularly in the realm of generative AI. Organizations will
need to develop comprehensive strategies for managing data throughout its lifecycle,
from collection and processing to model training and output generation.

Regulatory compliance will present ongoing challenges as privacy regulations
evolve and potentially diverge across different jurisdictions. Enterprises may need
to adapt their AI systems to comply with a patchwork of requirements, potentially
leading to the development of more flexible, privacy-preserving AI architectures that
can be easily adjusted to meet varying regulatory standards.

Emerging technologies will continue to introduce new privacy challenges, likely
outpacing current privacy protections. Enterprises must remain proactive in identi-
fying and mitigating these emerging risks to stay ahead of potential vulnerabilities.

5.3 The Role of Enterprises and Call to Action

Enterprises play a crucial role in shaping the future of AI privacy. By prioritizing
privacy in their AI initiatives, organizations can not only protect stakeholders but
also contribute to the development of more responsible AI practices industry-wide.

We urge readers to:

• Invest in privacy expertise and integrate privacy considerations into all stages of
AI development and deployment.

• Stay informed about the latest developments in AI privacy research and emerging
technologies.

• Contribute to the broader conversation on AI privacy by sharing experiences and
best practices with the community.

• Advocate for privacy-preserving AI within their organizations and industries,
aligned with articulated, specific, threat models.

In conclusion, while the challenges of maintaining privacy in AI systems are
significant, they are not insurmountable. By approaching these challenges with a
combination of technical rigor, ethical consideration, and grounding in legal reg-
ulation and governance, enterprises can harness the power of AI while respecting
and protecting individual privacy. As the field continues to evolve, maintaining
this balance will be crucial for the responsible and sustainable development of AI
technologies.
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